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1 : Introduction    

A cru n ch er is a n a u tom a t ion tech n ology th a t ta kes a s u s pected executable 
a n d determ in es weth er it is a viru s or n ot . It is th e "b igger p ictu re" th a t h a s 
com bin ed togeth er s u s p icion , baiting, em u la t ion , a n d extra ct ion in to a 
super virus-killing machine.  

THEY EXIST, THEY EXIST NOW, AND YOU HAVE BEEN TARGETED.

     

2 : Proof of Life   

Extract 1 : "The Hot Zone" by Srikumar S Rao  

IBM isn't th e on ly firm with n ew defenses a ga in s t th e virus spreaders. 
Sym a n tec h a s a s p ider th a t cru is es th e In tern et , look in g a t 500 kn own 
viru s t ra n s m is s ion sites a n d a ls o randomly down loa d in g files .  Th es e files 
are checked for viruses, using various automated analytical engines.  

Bu t th en th e ba d gu ys a re get t in g ra th er crea t ive, too. Com pu ter va n da ls 
h a ve crea ted polym orph ic viru s es th a t m u ta te ea ch t im e th ey in fect a 
com pu ter , m a k in g im m u n iza t ion m u ch m ore d ifficu lt . They h a ve ta ken to 
encrypting viral code so it cannot be detected while inactive.  

The good gu ys h a ve reta lia ted by crea t in g safe "virtual com pu ters " wh ere 
viru s es ca n be t r icked to deliver th eir pa yloa ds .  Th ey a re th en detected , 
analysed and zapped.  

In a well-gu a rded la bora tory at IBM's Ha wth orn e office, J effrey Keph a r t , 
m a n a ger of a n t iviru s s cien ce a n d tech n ology, dem on s tra tes wh a t th e fu tu re 
will bring.  He infects a PC with a simulated unknown virus.  The protection 
progra m detects it in s ta n t ly a n d ca p tu res th e vira l code, s en d in g it securely 
to a n a n a lys is com pu ter s it t in g a few ya rds a wa y. The viru s is a n a lys ed , a 
s ign a tu re ext ra cted a n d a n a n t idote developed a n d s en t ba ck .  E la ps ed 
t im e, les s th a n five m in u tes . Som et im e n ext yea r IBM a im s to in s ta ll a 
system like this over the Internet to its customers.  

So wh o's goin g to win th is ba t t le, th e viru s es of th e viru s hunters? That's 
too h a rd to p red ict , bu t h ere's a p ret ty s a fe foreca s t : Corpora t ion s a re goin g 
to have to spend more and more money on self-defence. 
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Extract 2 : http://vx.netlux.org/lib/ajk01.html

  
At IBM, we a re crea t in g wh a t m a y be th ou gh t of a s a n im m u n e s ys tem for 
cybers pa ce. J u s t a s th e ver teb ra te im m u n e s ys tem crea tes im m u n e cells 
capable of figh t in g n ew pa th ogen s with in a few da ys of expos u re, a 
computer im m u n e s ys tem der ives p res cr ip t ion s for recogn izin g a n d 
rem ovin g n ewly en cou n tered com pu ter viru s es with in minutes. In a cu r ren t 
p rototype, PCs ru n n in g IBM An t iViru s a re con n ected by a n etwork to a 
central com pu ter th a t a n a lys es viru s es . A m on itor in g p rogra m on ea ch PC 
u s es a va r iety of h eu r is t ics ba s ed on s ys tem beh a vior , s u s p iciou s changes 
to p rogra m s , or fa m ily s ign a tu res to in fer th a t a viru s m a y be  p res en t . Th e 
m on itor in g p rogra m m a kes a  copy of a n y p rogra m th ou gh t to be  in fected 
and sends it over the  network to the virus-analysis machine.  

On receivin g a pu ta t ively in fected s a m ple, th e m a ch in e s en ds it to a n oth er 
com pu ter th a t a cts a s a d igita l pet r i d is h . Softwa re on th is tes t machine 
lures the virus into infecting specially designed "decoy" programs by 
executing, writing to, copyin g and oth erwis e m a n ipu la t in g the decoys . To 
replicate successfully, a virus must infect programs that are used often, and 
s o th e decoy a ct ivity brings th e vira l code ou t of h id in g. Oth er beh a viora l 
characteristics of the virus can be inferred during this phase as well.  

An y decoys th a t h a ve been in fected ca n n ow be a n a lys ed by oth er 
components of the immune system,  which will extract  viral signatures and  
produce prescriptions for verifying and removing the virus. Typically it takes 
th e viru s a n a lys er les s th a n five m in u tes to p rodu ce s u ch prescriptions 
from a n in fected sample. The a n a lys is m a ch in e s en ds th is in form a t ion ba ck 
to the infected client PC, which incorporates it into a permanent database of 
cu res for kn own viru s es . Th e PC is th en d irected to loca te a n d rem ove a ll 
in s ta n ces of th e viru s , a n d it is perm a n en t ly p rotected from s u bs equ en t 
en cou n ters .If th e PC is con n ected to oth er m a ch in es on a local-area 
n etwork , it is qu ite pos s ib le th a t th e viru s h a s in va ded s om e of th em a s 
well. In ou r p rototype, th e n ew pres cr ip t ion is s en t a u tom a t ica lly to 
neighbouring m a ch in es on th e n etwork , a n d ea ch m a ch in e ch ecks it s elf 
im m edia tely. Beca u s e com pu ter viru s es ca n exploit th e n etwork to multiply 
quickly, it s eem s fit t in g that th e a n t idote s h ou ld u s e a s im ila r s t ra tegy to 
s p rea d to m a ch in es th a t n eed it . By a llowin g the latest prescriptions to be 
propagated to subscribers  a t u n in fected s ites , it is pos s ib le in p r in cip le to 
immunize the entire PC world against an emerging virus very rapidly.   

Extract 3 : http://www.symantec.com/corporate/ibm/av_tech.html

  

Th e viru s res ea rch exper ts a t SARC crea ted wh a t is kn own a s th e Seeker 
Project a s a s ys tem of viru s s ea rch , ret r ieva l a n d a n a lys is . Th e tech n ology 
s cou rs th e In tern et , ga th er viru s es lin ger in g th ere a n d crea te s olu t ion s for 
them before Symantec's customers come into contact with them. The Seeker 

http://vx.netlux.org/lib/ajk01.html
http://www.symantec.com/corporate/ibm/av_tech.html
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Project is b roken down in to th ree s epa ra te m odu les : Seeker , Bloodh ou n d 
and SARA.  

Seeker:

 
Seeker is a Web s p ider des ign ed to s cou r th e In tern et a n d ga th er 

files for a n a lys is . It m oves ou t from Sym a n tec a cros s th e wor ld , obtaining 
samples for analysis in the SARC lab.  

Bloodhound:

 

Ra th er th a n u s in g s ign a tu res , Bloodh ou n d u s es Sym a n tec's 
pa ten ted h eu r is t ic tech n ology to detect viru s es by in s pect in g files for virus-
like behavior.  

SARA:

 

SARA (Sym a n tec An t iViru s Res ea rch Au tom a t ion ) is th e h ea r t of th e 
Seeker p roject . Th e SARA m odu le ta kes a viru s s a m ple ob ta in ed u s in g 
Seeker, ext ra cts th e u n iqu e qu a lit ies of th e viru s , develops a Sym a n tec 
detect ion a n d repa i s ch em e a n d tes ts th a t n ewly developed s ch em e in les s 
than five minutes.    

Extract 4 : http://www.symantec.com/avcenter/venc/data/automat.html

  

As pa r t of it s con t in u in g effor t to detect a n d era d ica te com pu ter viru s es , 
Sym a n tec developed Sym a n tec An t iViru s Res ea rch Au tom a t ion (SARA) 
tech n ology. SARA a n a lys es s u bm it ted files to detect n ew viru s es a n d create 
the virus definitions used to remove them automatically.  

To ca tegor ize viru s defin it ion s crea ted by SARA, th e term Au tom a t is 
in clu ded in th e viru s n a m e to in d ica te th e iden t ifica t ion m eth od . For 
exa m ple, viru s n a m es con ta in a p refix s u ch a s W97M th a t des cr ibes th e 
viru s type. A SARA -detected viru s m igh t be n a m ed W97M.Au tom a t .A. Th e 
alphabetic character suffix is applied to make the virus name unique.  

SARA is fu lly a u tom a ted . Viru s a n a lys is , defin it ion developm en t , and 
qu a lity a s s u ra n ce a re per form ed with ou t h u m a n in terven t ion . On ce a viru s 
defin it ion is crea ted , it is a u tom a t ica lly a dded to Symantec's Norton 
AntiVirus viru s defin it ion u pda tes . If SARA is u n a b le to p rodu ce a 
signature, th e s u bm is s ion is forwa rded to Sym a n tec en gin eers wh o per form 
a traditional manual analysis.  

Cu rren t ly, SARA is u s ed to con trol th e s p rea d of Ma cro viru s es . Beca u s e 
SARA elim in a tes n u m erou s m u n da n e viru s iden t ifica t ion ta s ks , Sym a n tec 
engineers can concentrate on more difficult virus threats.  

Nor ton An t iViru s p rodu cts in clu de a fea tu re ca lled Sca n & Deliver th a t 
a llows u s ers to qu ick ly a n d ea s ily s u bm it a file with a su s pected or 
u n repa ira b le viru s to th e Sym a n tec An t iViru s Res ea rch Cen ter (SARC). 
Wh en a s u bm is s ion is received by SARC, th e file is a n a lys ed in it ia lly by 
SARA.  

http://www.symantec.com/avcenter/venc/data/automat.html
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SARA em ploys a r t ificia l in telligen ce to a n a lys e th e viru s s a m ple, rep lica te a 
poten t ia l viru s , a n d th en wr ite a m em ory detect ion a n d rem ova l defin it ion 
for that virus. SARA n ext performs a n u n b ia s ed check of it s work a ga in s t a 
rigorous standard set to either pass or fail the results.  

After th e n ew defin it ion is tes ted , it is a u tom a t ica lly s en t ba ck to th e user 
wh o s u bm it ted th e file. Th e n ew defin it ion is a ls o a dded to th e regu lar virus 
definition updates available to all users.  

Viru s defin it ion s gen era ted by SARA a re regu la r ly reviewed by SARC 
en gin eers . After a m a n u a l review a n d con firm a t ion , Au tom a t is removed 
from the virus name.   

Extract 5 : http://www.symantec.co.kr/press/1999/n990914a.html  

Nor ton An t iViru s Corpora te Ed it ion 7 .0 a ls o in clu des a n ew vers ion of th e 
highly successful Scan and Deliver feature that provides customers with the 
most complete and accurate anti-virus protection cycle available.  

Th e n ew Sca n a n d Deliver is a n a u tom a t ic, globa l res pon s e p roces s for 
submitting s u s pected or in fected files a n d receivin g n ew viru s repa ir 
defin it ion s over e-m a il. Wh en a n ew vira l even t is d is covered a t a clien t , th e 
s ys tem ca n a u tom a t ica lly pa cka ge a n d forwa rd th e s a m ple to the 
Qu a ra n t in e Server from wh ere it ca n be s u bm it ted d irect ly to SARC. On ce 
SARC receives th e s a m ple, it is a u tom a t ica lly pa s s ed to th e n ew Symantec 
AntiVirus Res ea rch Au tom a t ion (SARA) tech n ology wh ich ca n in tu rn , 
a u tom a t ica lly crea te a cu re a n d t ra n s m it th e res u lt in g fix ba ck to th e 
reporting corpora t ion . Th e cu re is a ls o m a de a va ila b le to oth er s ervice 
subscribers, which  s ign ifica n t ly minimizes the  pos s ib ility of wides prea d 
infection.  

This a u tom a t ion tech n ology will greatly redu ce th e a m ou n t of t im e to crea te 
a cu re for a n ew viru s , p rovid in g m u ch relief to th e IT a dm in is t ra tor from 
toda y's fa s t m ovin g th rea ts . Th e n ew Sca n a n d Deliver is ba s ed on 
technology co-developed with IBM.   

Extract 6 : http://www.symantec.com/press/1999/n991001.html

  

Symantec Corporation (Nasdaq: SYMC) today announced Striker32, the 
m os t a dva n ced virus detection a n d repa ir technology engineered to com ba t 
th e growin g th rea t of com plex 32 -b it Win dows -ba s ed viru s es . S t r iker32 , 
in clu ded in a ll Nor ton An t iViru s p rodu cts , works by s et t in g u p a vir tu a l 
Pentium-ba s ed Win dows "clea n room " in wh ich a s u s pect Win dows p rogra m 
is a llowed to ru n . By a n a lys in g ea ch p rogra m a s it works , St r iker32 is a b le 
to determine whether the program is infected. Uninfected files are processed 
quickly, which minimizes the impact of scanning on system performance.  

http://www.symantec.co.kr/press/1999/n990914a.html
http://www.symantec.com/press/1999/n991001.html
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On ce iden t ified by Str iker32 , a n in fected file is s a fely is ola ted u s in g Nor ton 
An t iViru s ' Qu a ra n t in e fea tu re. From th ere, th e Sca n a n d Deliver fea tu re of 
Nor ton An t iViru s en a b les u s er s to s en d th e file over th e In tern et to the 
Sym a n tec An t iViru s Res ea rch Cen ter (SARC) for a n a lys is a n d repa ir . Scan 
a n d Deliver in clu des a u tom a ted m a cro viru s a n a lys is a n d repa ir technology 
th a t en a b les viru s cu res to be crea ted a n d delivered fa s ter th a n th e 
malicious code can spread.  

"Str iker32 m a kes it pos s ib le for ou r res ea rch ers to a n a lys e com plex viru s es 
s u ch a s th e W32.Bolza n o viru s a n d p rodu ce cu res in m in u tes ra th er th a n 
th e da ys requ ired by t ra d it ion a l a n t i-viru s tech n ology," s a id En r iqu e Sa lem , 
vice p res iden t of Sym a n tec's Secu r ity a n d As s is ta n ce Bu s in es s Un it . "With 
St r iker32 a n d Sca n a n d Deliver tech n ologies work in g togeth er , Nor ton 
An t iViru s con t in u es to be th e m os t a dva n ced , res pon s ive a n d sophisticated 
anti-virus solution available."  

With Striker32, users are protected against today's most sophisticated 
viru s es , in clu d in g a ll 17 va r ia n ts of th e W32.Bolza n o viru s . W32 .Bolza n o is 
considered the largest family of Windows viruses .  

Th e la test va r ia n ts of W32 .Bolza n o h a ve elu ded detect ion by t ra d it ion a l 
anti-viru s tech n ology beca u s e th e va r ia n ts m u ta te a n d bu ry th em s elves 
deep with in Win dows execu ta b le files , h id in g a ll s ign s of in fect ion . In 
con tra s t , m os t t ra d it ion a l com pu ter viru s es a t ta ch th eir p rogra m m in g 
in s t ru ct ion s to a few, well-kn own a rea s of execu ta b le files , making isolation 
and detection easy.  

Because Striker32 has th e ca pa b ility to detect viru s es rega rd les s of wh ere 
th e viru s in s er ts it s elf or h ow it con cea ls it s p rogra m m in g in s tructions, 
users are assured of having the most advanced defense against this growing 
threat.   

Extract 7 : http://symantec.com/avcenter/reference/striker.pdf

  

Like generic decryption, each t im e it s ca n s a n ew progra m file, S t r iker loads 
th is file in to a s elf-con ta in ed vir tu a l com pu ter crea ted from RAM. Th e 
p rogra m execu tes in th is vir tu a l com pu ter a s if it were ru n n in g on a rea l 
computer.  

However, St r iker does n ot rely on h eu r is t ic guesses to guide decryption. 
Instead, it relies on virus profiles or rules that are specific to each virus, not 
a generic set of rules that differentiate nonvirus from virus behavior.  

Wh en s ca n n in g a n ew file, S t r iker fir s t a t tem pts to exclu de a s m a n y viru s es 
a s pos s ib le from con s idera t ion , ju s t a s a doctor ru les ou t th e pos s ib ility of 
chicken pox if an examination fails to detect scabs on a patient's body.  

For exa m ple, d ifferen t viru s es in fect d ifferen t execu ta b le file form a ts . Some 
in fect on ly .COM files . Others in fect on ly .EXE files . Som e viru s es in fect 

http://symantec.com/avcenter/reference/striker.pdf
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both . Very few in fect .SYS files . As a res u lt , a s it s ca n s a n .EXE file, S t r iker 
ignores polym orph ics th a t in fect on ly .COM a n d .SYS files . If a ll viru s es a re 
elim in a ted from con s idera t ion , th en th e file is deemed clea n . St r iker clos es 
it and advances to scan the next file.  

If th is p relim in a ry s ca n does n ot ru le ou t in fect ion , St r iker con t in u es to ru n 
th e file in s ide th e vir tu a l com pu ter a s lon g a s th e beh a vior of th e s u s pect 
file is consistent with at least one known polymorphic or mutation engine.  

For exa m ple, on e polym orph ic viru s is kn own to per form m a th 
computations and throw away the results. A second polymorphic may never 
perform  s u ch ca lcu la t ion s . Instead, it may use specific random 
instructions in it s decryp t ion rou t in e. A th ird polym orph ic m a y ca ll on th e 
operating system as it decrypts.  

S t r iker ca ta logs th es e a n d n ea r ly 500 oth er ch a ra cter is t ics in to ea ch viru s 
profile, one for each polymorphic and mutation engine.  

Con s ider a s et of gen er ic h eu r is t ic ru les th a t iden t ify A, B, C, D, a n d E a s 
poten t ia l viru s beh a viors . In con tra s t , a St r iker p rofile ca lls for Viru s 1 to 
execu te beh a viors A, B, a n d C. As it decryp ts , Viru s 2 execu tes beh a viors A, 
B, and D, while Virus 3 executes behaviors B, D, and E.  

If S t r iker obs erves beh a vior A wh ile ru n n in g a s u s pect file in s ide th e vir tu a l 
computer, this is con s is ten t with viruses 1 a n d 2 . However, it is n ot 
consistent with Virus 3. Striker eliminates Virus 3 from consideration.  

The heuristic-ba s ed s ys tem must con t in u e s ea rch in g for a ll th ree viruses, 
h owever , beca u s e it obs erves beh a vior th a t is con s is ten t with it s generic 
rules.  

If St r iker n ext obs erves beh a vior B, th is is con s is ten t with viru s es 1 a n d 2. 
Str iker m u s t con t in u e s ca n n in g for th es e two viru s es . However , th e 
h eu r is t ics a ga in con t in u e to s ea rch for a ll th ree viru s es . Fin a lly, if Striker 
observes behavior E, this eliminates Virus 2 from consideration, and Striker 
now pursues a single potential virus.  

The heuristic-based scanner continues to search for all three viruses. Under 
Str iker , th is p roces s con t in u es u n t il th e beh a vior of th e p rogra m running 
in s ide th e vir tu a l com pu ter is in con s is ten t with th e beh a vior of a n y kn own 
polym orph ic or m u ta t ion en gin e. At th is poin t , S t r iker exclu des a ll viru s es 
from consideration.  

On th e oth er h a n d , a h eu r is t ic-based s ys tem s ca n s for a ll viru s es a ll th e 
time. It must find some behavior inconsistent with all behaviors.  

Clearly th e fir s t a dva n ta ge to St r iker 's a pproa ch is s peed . The profiles 
en a b le St r iker to qu ickly exclu de s om e polym orph ic viru s es a n d h om e in on 
oth ers . In con tra s t , h eu r is t ics la bor on , s ca n n in g a ll p rogra m files against 
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all a va ila b le gen er ic ru les of h ow a ll known polymorphics a n d a ll known 
mutation engines might behave.  

The profiles also enable Striker to process uninfected files quickly, 
m in im izin g im pa ct on s ys tem per form a n ce. In con tra s t , h eu r is t ic-based 
scanning is more likely to decrease system performance, because uninfected 
files m u s t a ls o be s ca n n ed a ga in s t a ll gen er ic ru les for h ow a ll kn own 
polymorphics and mutation engines might behave.  

Second, anti-virus researchers are no longer forced to rewr ite com plex 
h eu r is t ic ru les to s ca n for ea ch n ew viru s , th en exh a u s t ively tes t a n d retest 
to en s u re th ey do n ot in a dver ten t ly m is s a polym orph ic th e s oftwa re 
previously detected.  

Th ird , with St r iker , a tea m of anti-viru s res ea rch ers m a y work in pa ra llel, 
bu ild in g p rofiles for m a n y n ew polym orph ic viru s es , s wift ly a dd in g ea ch to 
St r iker . Ea ch p rofile is u n iqu e, m u ch like a viru s s ign a tu re, indepen den t of 
a n y oth er p rofile. Th e old p rofiles s t ill work , a n d th e n ew profile does n ot 
a ffect th e old . Exh a u s t ive, time-con s u m in g regres s ion tes t in g is n o lon ger 
n eces s a ry. It becom es ea s y to u pda te anti-viru s s oftwa re by com pilin g new 
viru s p rofiles in to th e Nor ton An t iviru s da ta ba s e file th a t is pos ted on lin e 
monthly or obtained on floppy disk.   

Extract 8 : http://symantec.com/avcenter/reference/dis.tech.brief.pdf

  

The fir s t s tep in bu ild in g a n a u tom a ted anti-virus analysis a n d res pon s e 
s ys tem is detect in g n ew or u n kn own th rea ts a t th e des k top , th e s erver , a n d 
th e ga tewa y. Su s p iciou s files ca n th en be forwa rded for a u tom a t ic a n a lys is 
and processing.   

1. New/unknown viruses quarantined   

2. Local quarantine forwards samples to corporate quarantine   

3 . Corpora te qu a ra n t in e s ecu rely forwa rds s a m ples to region a l Sym a n tec 
gateway   

4. Gateway forwards samples to back-end automation   

5. Back-end automation forwards new cure/fingerprints to gateway   

6 . Ga tewa ys s ecu rely forwa rd s ta tu s a n d fin gerp r in ts to corpora te 
quarantine   

7 . Corpora te qu a ra n t in e forwa rds fin gerp r in ts to m a s ter m a n a gem en t 
server   

8. Master servers automatically forward samples to primary servers  

http://symantec.com/avcenter/reference/dis.tech.brief.pdf
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9. Primary servers roll out definitions to clients  

The Digital Immune System has two separate processing queues: on e for 
corpora te or govern m en t cu s tom ers a n d on e for con s u m ers . To en s u re 
s ca la b ility a n d a va ila b ility, Sym a n tec h a s dep loyed s epa ra te com pu ter 
h a rdwa re to m a n a ge ea ch of th es e qu eu es , en s u re th a t a glu t of 
s u bm is s ion s on on e qu eu e will n ot en cu m ber th e oth er , a n d p rotect a ga in s t 
denial-of-s ervice a t ta cks . Before p roces s in g a s u bm is s ion , th e ba ck -end 
automation adds all submission information to a tracking database.  

Du r in g th e a u tom a ted a n a lys is p roces s , th e Digita l Immune Sys tem in s er t s 
subsequent in form a t ion in to a da ta ba s e for referen ce a n d a ccou n t in g 
pu rpos es . If th e s u bm is s ion is s u bs equ en t ly defer red for m a n u a l a n a lys is , 
a ll logs from th e analysis and filter in g s teps a re a va ila b le to th e h u m a n 
analyst.   

THE DIGITAL IMMUNE SYSTEM FILTERS AUTOMATICALLY RESOLVE 
APPROXIMATELY 87% OF ALL SUBMISSIONS, WITH AN EXPECTED 
INCREASE TO 95% AS NEW AUTOMATED ANALYSIS MODULES ARE 
ADDED TO THE SYSTEM.      

CASE 1: CLEAN FILE FILTERS  

Th e Digita l Im m u n e Sys tem m a in ta in s a da ta ba s e of over 700 ,000 clea n 
programs found on PCs running the Windows operating system. If a file in a 
submission matches a file in the database, the back-end system records the 
result in the database and eliminates the file from further consideration.   

CASE 2: FALSE POSITIVE FILTERS   

A fa ls e pos it ive occu rs wh en a n a n t i-viru s p rogra m in correct ly iden t ifies a 
clea n p rogra m a s bein g in fected with a viru s Wh ile anti-virus companies 
attempt to minimize false positives, th ey a re in evita b le a n d com m ercia l-
grade automation processes must be able to handle such a scenario. 
If a n anti-viru s s oftwa re com pa n y d is t r ibu ted a n ew viru s fin gerp r in t th a t 
identified false positives on millions of computers around the world, it could 
ca u s e a la rge s u bs et of u s ers to s u bm it files to th e Digita l Im m u n e Sys tem 
for a n a lys is . Th erefore, th e ba ck-en d a u tom a t ion s ys tem m u s t h a ve a 
mechanism to iden t ify a n d res pon d a pp ropr ia tely wh en a s u bm is s ion is 
in cor rect ly la beled a s pos it ive. Th e ba ck-en d a u tom a t ion s ys tem levera ges a 
da ta ba s e of kn own fa ls e pos it ive files to a u tom a t ica lly iden t ify fa ls e 
pos it ives in s u bm is s ion s . If a file in the submission matches exactly with 
one in the false-positive database, the back-end system records the result in 
the database and excludes the file from further consideration. 
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CASE 3: KNOWN VIRUS FILTERING  

In th e fin a l s ta ge of s u bm is s ion filter in g, th e ba ck-en d s ys tem s ca n s a ll 
rem a in in g files with Nor ton An t iViru s , u s in g th e very la tes t viru s definition 
files . Th e ba ck -end attempts to repair all files detected as viruses, and if the 
repa ir is s u cces s fu l, IT a u tom a t ica lly records th is res u lt in th e da ta ba s e. 
Th is filter in g s tep en a b les th e back-en d s ys tem to automatically resolve 
s u bm is s ion s th a t contain new bu t on ly recen t ly iden t ified viruses. Because 
Sym a n tec Secu r ity Response updates it s viru s defin it ion files s evera l t im es 
per da y, th is filtering s tep ca n qu ick ly iden t ify n ew viru s es a n d en s u re th a t 
customers quickly get the most up-to-date cures.  

ANALYSIS CENTER REPLICATION MODULES CAN REPLICATE AND 
COMPLETELY ANALYSE A NEW MACRO VIRUS IN APPROXIMATELY 30 
MINUTES. AUTOMATIC VIRUS REPLICATION ENABLES DIGITAL IMMUNE 
SYSTEM COMPUTERS TO REPLICATE NEW AND UNKNOWN COMPUTER 
MACRO VIRUSES, CHARACTERIZE THEIR BEHAVIOR, AND 
AUTOMATICALLY GENERATE A CURE-ALL WITHOUT HUMAN 
INTERVENTION. RAPID REPLICATION AND AUTO-ANALYSIS OF NEW 
THREATS IS KEY TO COMBAT THREATS LIKE MELISSA. THIS IS THE 
FIRST SYSTEM IN THE WORLD TO PROVIDE AUTOMATIC PROTECTION 
AGAINST COMPUTER VIRUSES.  

Th e Digita l Im m u n e Sys tem from Sym a n tec dep loys a ba ck -en d s ys tem 
a n a lys is a rch itectu re, ca lled th e An a lys is Cen ter crea ted by s cien t is ts a t 
IBM's T.J. Watson Research center which offers:   

1. Fast replication and auto-analysis of Word and Excel macro viruses, and 
of DOS viruses.  
2 . Mu lt ip le, s im u lta n eou s , rep lica t ion a n d a n a lys is s es s ion s to s u ppor t 

multiple customer requests.  
3. Improved filtering of clean files and false positives.  
4. An extendable architecture.  

Th e An a lys is Cen ter a u tom a t ica lly rep lica tes a n d a n a lys es DOS, Word , a n d 
Excel m a cro viru s es . If a n y of th e files in a s u bm is s ion a ppea r to be Word 
docu m en ts or Excel s p rea ds h eets , th os e documents a re qu eu ed for 
p roces s in g by th e An a lys is Cen ter Ma cro rep lica t ion m odu le. If th e files 
contain a DOS virus, they are routed to the DOS replication module.  

Sym a n tec a n d IBM Res ea rch en gin eers a re in th e p roces s of a dd in g a n d 
rollin g ou t additional auto-a n a lys is m odu les for 32-b it Win dows viruses, 
a n d for com pu ter worm s with in vir tu a l em a il n etworks s u ch a s Exp lore.Zip 
and Melissa.  

The Analysis Center is a fully contained network-within-a -network. Its 
rep lica t ion s ys tem feeds ea ch s u bm it ted s a m ple (e.g., a Word docu m en t) 
into a s im u la ted Win dows com pu ter ru n n in g on a n en terp r is e-grade s erver , 
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a n d a t tem pts to coa x a n y viru s es or worm s with in th e docu m en t or 
spreadsheet to infect the virtual system.  

If th e docu m en t or s p rea ds h eet con ta in s n o viru s es , th is will be a ppa ren t 
a fter th e rep lica t ion s es s ion ; h owever , ju s t beca u s e n o vira l a ct ivity wa s 
detected does n 't m ea n th e file is n ot in fected . Specifica lly, th e file in 
qu es t ion m igh t con ta in a "p icky" viru s th a t fa ils to s p rea d it s elf du r in g the 
replication s es s ion . Con s equ en t ly, th e rep lica t ion s ys tem in s er ts all log files 
a n d oth er da ta in to th e da ta ba s e for referen ce pu rpos es , a n d th e file is 
manually examined by Symantec Security Response researchers.  

If th e file in qu es t ion does con ta in a com pu ter viru s , a n d if th a t viru s 
replicates itself within th e s im u la ted environment, then the replication 
system gathers all potentially infected files and analyses them. If all infected 
files s h ow s im ila r in fect ion ch a ra cter is t ics , th e rep lica t ion system 
automatically generates a new virus fingerprint for the virus.  

Next, the replication system creates a test virus fin gerp r in t da ta ba s e 
con ta in in g th e n ew fin gerp r in t a n d la u n ch es Nor ton An t iViru s , with this 
n ew da ta ba s e, to s ca n th e viru s a n d a ll of it s ch ild in fect ion s . If th e tes t 
fin gerp r in t da ta ba s e cor rect ly detects a n d repa irs a ll of th e in fections, the 
Digital Immune System provisionally certifies the new fingerprint.  

Fin a lly, th e ba ck-end s ys tem ob ta in s a copy of th e la tes t viru s fin gerp r in t 
da ta ba s e, with ou t th e n ew fin gerp r in t , a n d s ca n s a ll of th e vira l s a m ples 
on ce m ore. If th e m os t recen t fin gerp r in t da ta ba s e fa ils to detect th e 
in fect ion s , th e ba ck-end in s er ts th e p rovis ion a l fin gerp r in t in to th e master 
da ta ba s e. Th is fin a l ch eck is per form ed to redu ce th e likelih ood that 
redundant virus fingerprints will be inserted into the fingerprint database. A 
new s et of defin it ion s is then built including the newly created fingerprint, 
a n d a u tom a t ica lly returned via th e Digita l Immune System ga tewa y to 
Central Quarantine at the customer site.  

On ce th e back-en d s ys tem h a s rep lica ted a n d a n a lys ed a n in fected file, a n d 
crea ted a n ew fin gerp r in t da ta ba s e, it in it ia tes a h ou s e-clea n in g s es s ion to 
ch eck wh eth er a n y cu r ren t ly open s u bm is s ion s con ta in th e s a m e viru s ; 
th es e s u bm is s ion s ca n be a u tom a t ica lly re-filtered , elim in a t in g th e n eed for 
manual processing.    

3 : General Operation  

Cru n ch er s t ra tegy ca n be s p lit in to two com pon en ts , th e fron t-en d th a t 
selects and submits suspicious files for processing, and the back-end which 
rep lica tes s a m ples of th e viru s from with in th e file a n d con s t ru cts a 
signature to detect those samples.  

Th ere a re th ree fron t-en d s t ra tegies deta iled with in th e ext ra cts a bove a n d 
we can extrapolate some ideas as to how each section works. 
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1 . An t iviru s s oftwa re ca n s en d s u s p iciou s files from h om e/ works ta t ion s if 
they are considered suspicious. 
   a) Files are suspicious if their checksums are made at install, and change. 
   b) Files are suspicious if their internal structure is inconsistent. 
   c) Files are suspicious if when run through an emulator, their code acts in 
ra re wa ys th a t t r igger h eu r is t ics , or a re decryp ted in a wa y th a t a llows 
heuristics to pick up routines within it.  

2 . An t iviru s com pa n ies ca n s ea rch th rou gh in tern et s ou rces a n d s u bm it 
them for testing. 
   d ) Sea rch es a re con du cted on n ews grou ps a n d webs ites (pa r ticularly 
hacking, warez and virus sites), and all files are sent for testing.  

3. Users can manually submit suspicious files for processing. 
   e) If files a re s en t th rou gh em a il or exis t in g files ru n n ot icea b ly s lower , 
then users are likely to send them for testing.  

On ce s elected , th e files a re p roces s ed by th e ba ck-en d u s in g th es e 
strategies.  

1. Files are checked against filter strategies to reduce time wasted during an 
outbreak. 
   a ) A da ta ba s e of kn own clea n files is kep t , a n d com pa red a ga in s t 
submit ted files before a n y oth er p roces s in g is don e. Th is is m os t likely th e 
s a m e s oftwa re da ta ba s e u s ed to exclu de fa ls e-pos it ives wh en extra ct in g 
virus signatures. 
   b ) A s m a ller da ta ba s e of p reviou s ly kn own fa ls e-pos it ives is kep t , a n d 
when any are found, newer signature files are sent to the client. 
   c) A s ca n is don e u s in g la tes t in -h ou s e s ign a tu res to exclu de very recen t ly 
detected viruses (ie: in the past few hours).  

2. Proper analysis begins. 
   a ) Files a re m oved in to a vir tu a l com pu ter (a n d vir tu a l n etwork) wh ere 
th ey a re forced to rep rodu ce by d ifferen t m odu les . Th es e m odu les m os t 
likely execu te m a cro p rogra m s th rou gh s et s teps , or p rogra m s in s et 
directories containing baits, or opening and forwarding dummy emails. 
   b ) On ce s a m ples (m os t likely files cop ied from th e fa ls e pos it ive da ta ba s e) 
h a ve been m odified from th eir or igin a l form s , a n em u la t ion is ru n to get a n 
u n en cryp ted form of th e viru s , a n d s ign a tu res tes ted a ga in s t s a m ples , to 
see if they are effective.  

Ba it tech n ology ca n be implemented by cru n ch ers in a few wa ys . Either 
th ey im plem en t a s ys tem th a t gen era tes ra n dom filen a m es with va ryin g 
s izes a n d ru n s th em th rou gh va r iou s tes ts t ryin g to get th em infected. Or 
th ey ca n s im ply s et u p a full "normal" in s ta lla t ion of a s ys tem a n d u s e 
scrip ts to ru n p rogra m s n orm a lly, h op in g th a t s om e get infected. Or th ey 
ca n ju s t fill a d irectory with a da ta ba s e of rea l p rogra m execu ta b les a n d 
watch what changes.  
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4 : Defensive Strategies   

If is a well pu b licis ed fa ct th a t th ou s a n ds of viru s es h a ve been detected on 
web s ites by Seeker , a n d h a d th eir s ign a tu res ext ra cted lon g before ever 
h a vin g a ch a n ce to rep lica te in th e wild . Your bes t defen ce a ga in s t th is is 
common s en s e, don 't pu b lis h m a lwa re in wa ys th a t a u tom a ted en gin es can 
find the files and extract the contents.  

Depen d in g on th e m eth od u s ed to com pa re files a ga in s t th e kn own clea n 
da ta ba s e (eith er va r iou s ch ecks u m s or fu ll file com pa r is on s ), 
in terch a n gea b le ch ecks u m n eu tra l code m a y fool th e cru n ch er in to 
bypa s s in g s om e in fect ion s , crea t in g a n in com plete detect ion s ign a tu re (or 
none at all).  

Fu r th erm ore, th e in tern a l s t ru ctu re of files s h ou ld be m a de m ore con s is ten t 
s o th a t h ea ders a rou s e les s s u s p icion . Anti-em u la t ion code ca n be tes ted 
a ga in s t a n t iviru s en gin es by wra pp in g kn own viru s es in polymorphic 
decryp tors , s o th a t s ign a tu re ext ra ct ion by th e cru n ch er s im ply will n ot fin d 
any matches.  

Let it a ls o be n oted th a t code m u s t n ot rely on con d it ion tes ts of a n y s or t a s 
em u la t ion s ys tem s often follow ba d-con d it ion pa th s ju s t to s ee wh a t 
happens (a good exa m ple of th is is des cr ibed in th e St r iker32 pa per of 
which extracts are given above).  

Ga u ge s ys tem pa ra m eters like d is k a n d keyboa rd a ct ivity, a n d wa tch for 
ch a n ges before doin g in fect ion s . Keep a n in tern a l clock a n d wa it before 
infection, so that automated systems running on a short fuse can't virus get 
samples.  

Ba its ca n be a voided by s tepp in g ou ts ide of th e s a m e-d irectory m in d fra m e, 
a n d focu s in g on d irectory s t ru ctu res , p rogra m m eth odology (is it in th e 
regis t ry, does it im por t s u ppor t files ), a n d even viewin g n etworks a s a wh ole 
en t ity, by com pa r in g in s ta lla t ion s a cros s a cces s ib le s h a res a n d doin g web 
searches on a filename to see if it returns matches.    

5 : Conclusion   

Cru n ch er tech n ology is a clos ely gu a rded s ecret in a n t iviru s firm s , beca u s e 
of th e s u bs ta n t ia l res ea rch in ves tm en t a n d th e pos s ib ility th a t expos in g too 
much information could give the leg up to competitors or teach virus writers 
how to cheat the system.  

You 'll n ot ice th a t th is a r t icle is m os t ly Sym a n tec ba s ed , a n d th is is because 
th ey a re th e on ly com pa n y th a t m a rkets to th e en terp r is e u s in g in form a t ion 
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a bou t th e tech n ica l exper t is e of th eir in tern a l p roces s es . Bu t it s h ou ld be 
clear that other antivirus companies will have similar, but secret, processes.  

Wh ile it wou ld be in teres t in g to ga in fu r th er in form a t ion a bou t th e s pecific 
vu ln era b ilit ies of th e Cru n ch er s ys tem s in u s e a rou n d th e wor ld , it is likely 
to be fa r les s va lu a b le th a n th in k in g in gen era l term s of wh a t is , a n d wh a t 
is not, a good idea in your virus activities.  

In 1998 we were ta lk in g in tern a lly "If we were a s ked to crea te a Cru n ch er , 
h ow wou ld we go a bou t it?"  Fu n n ily en ou gh , everyth in g we d is cu s s ed , from 
ru lin g ou t s u bm is s ion s with a s oftwa re da ta ba s e, a n d a u tom a ted ba it 
generators with s ign a tu re ext ra ct ion , beca m e rea lity in th e Sym a n tec 
project.  

So th e m os t im por ta n t les s on lea rn ed h ere is th a t viru s wr iters ca n be ju s t 
a s in telligen t a s a n t iviru s p rogra m m ers , a n d th a t it is pos s ib le a n d fru it fu l 
to p red ict (a n d cou n ter ) fu tu re a n t iviru s tech n ology before it is 
implemented.  


